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MonuTtuka nHgopmauymoHHon 6esonacHocTu/ Information Security Policy

1. O6wme nonoxeHus

1. General provisions

1.1 HasHayeHue AOKyMeHTa

1.1. Document goal

1.1.1. HacTtosdwasa nonutnka MHopmaLmnoHHOM
6esonacHocTu (ganee — lNonuTuka) NpMHaANEXuT
00O «JleHTar.

1.1.1. This Information Security Policy
(hereinafter, the Policy) is owned by Lenta
LLC.

1.1.2. Monutuka MHOPMaLNOHHOM
GesonacHOCTM  ABNAETCA  OCHOBOMOMarawwmm
AOKYMEHTOM,  KOTOpbIN  onpegensdeTr  Uenu,
NpuUHUMNBLI, noaxodbl W MeTodbl obecneveHus

3awmeHHocTn nHtepecos OO0 «JIEHTA» (nanee
— KomnaHus) B MHpopmMaUMOHHON cdhepe, a Takke
ABMseTCA Aeknapaumen HamepeHus PykoBoacTtea
KomnaHun nopgepxmBaTtb OOCTUXKEHWE Lenen u
cobntogeHune NPUHLNNOB MHOPMaLMOHHON
6es3onacHoctn (ganee - Ib) Komnaxun.

1.1.2.  The Information Security Policy is a
framework  document which  defines
purposes, principles, approaches and
methods of protecting interests of Lenta LLC
(hereinafter, the Company) in the information
sphere, and is a declaration of the
Company’s Management intention to
support achievement of the goals and
compliance with the information security
principles of the Company.

1.1.3.

1.1.3.1. KomnnekcHbin noaxon K obecnevyeHuto
WHdopMaunoHHon 6esonacHocTn KomnaHum B
cooTBeTCTBUM C TpeboBaHusmMu 6GusHeca, HOPM

[JaHHbIN AOKYMEHT onpeaenseT:

3akoHogatensctBoM P® w©n npu nopaepxke
PykoBogctea KomnaHuu;
1.1.3.2. Heobxogumble pecypchbl, MeToAbl

obecneveHus n oprannsaunmn UMb, HaueneHHble Ha
3awmTy uHTepecoB KomnaHun, OCHOBaHHbIE Ha
TpeboBaHuAX 3akoHogatenscrBa P® un ny4ywnx
MeXayHapoaHbIX NpaKkTUKax (cemencTBo
ctangaptos ISO/IEC 27000);

1.1.3.3. Obwwme TpeboBaHUs K NHHOPMALMOHHOMN
6es3onacHocTn NHPOPMALIMOHHbBIX aKTUBOB
KomnaHmn, a Takke nopsaoK BbIMNOSTHEHUSA 3TUX
TpeboBaHui;

1.1.3.4. YKkpenneHve HeobOXOoOMMOro  YpPOBHS
aosepus K KomnaHun B MHGOpMaunoHHOW cgpepe
CO CTOPOHBI NocygapcTtBa, AKUMoHepoB, KrneHTos,
MapTHepoB n CoTpyaHMKOB.

1.1.3. This document defines:
1.1.3.1. A complex approach to ensure the
Company’s  information security  in

accordance with the business requirements,
requirements of the Russian law and with the
support of the Company’s Management.

1.1.3.2. Necessary resources, methods to
ensure and establish information security
aiming to protect the Company’s interests,
based on the requirements of the laws of the
Russian Federation and international best

practices (family of standards ISO/IEC
27000);
1.1.3.3. General requirements for the

information security of the Company’s
information assets, and the procedure for
meeting these requirements.

1.1.3.4. Strengthening of the required level
of confidence in the Company in the
information sphere on the side of the

government,  stakeholders, customers,
partners and employees.
1.1.4. Monutuka WHdopmauuoHHon | 1.1.4.  The Information Security Policy
GesonacHocTM gormkHa ObiTb  goBegeHa Ao | must be communicated to all Employees of
ceegeHns Bcex CotpygHukoB Komnanum B | the Company in a relevant, user-friendly and

aKTyanbHOW, JOCTYNMHOW U NOHATHOM bopMme.

1.1.4.5. [Jdonyctnmo Takke ncnonb3oBaHne
KpaTkon BbINUCKn 13 Monntrkn gna nybnukaumm Ha
0o0LWeNOCTYMHbIX U KOPNOpaTUBHLIX pecypcax.

understandable form.

1.1.4.1. A short excerpt from the Policy is
also allowed for publication on public and
corporate resources.

1.2. O6nactb NnpumeHeHus

1.2 Scope
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MonuTtuka nHgopmauymoHHon 6esonacHocTu/ Information Security Policy

1.2.1. HacToswas Monutuka | 1.2.1.  This Policy applies to all kinds of
pacnpocTpaHseTcs Ha BCE Buabl | information assets and all business
WH(POPMALUMNOHHBIX aKTMBOB M Ha Bce 6usHec- | processes of the Company.

npoueccol KomnaHuu.

1.2.2. HanpaBneHus aeatenbHoctn | 1.2.2. The Company’s areas of
Komnanmm B o6Gnactm wuHdopmauuoHHom | activities in the sphere of information
6e3onacHoOCTU: security:

1.2.2.1 CospgaHue, nopgepxka w passutme | 1.2.2.1. Creation, support and
cucTeMbl yrnpaBneHus nHdopmauunoHHon | development of the information security
b6esonacHocteto  (CYWMB), cooTBeTcTBylowen | management system (ISMS) designed to

TpeboBaHnaM Ou3Heca, 3akoHodaTenbcTBa U
NyYLWnM MUPOBBLIM MpPaKTUKaM.

1.2.2.2 [lporHo3upoBaHue, npepynpexaeHuve,
BbisiIBfieHWe, NPOTUBOLENCTBUE U HEUTpanusaums
BHELUHUX M BHYTPEHHMUX Yrpo3 MHGOPMaLNOHHOMN
B©esonacHocTn, a Takke MUHUMM3auus yuwepba ot
X BO3OENCTBUA.

1.2.2.3 Peanusauyus komnnekca MepornpuaTum no
obecnevyeHnto 6Ge3onacHOCTU MHGOPMALMOHHbBIX
CUCTEM, nNepcoHana, WHQPaCTPYKTypbl, CeTew
nepefayv gaHHbIX U HOcuTenen nHpopmaumn.

comply with the requirements of the
business, legislation and global best
practices.

1.2.2.2. Forecasting, prevention,

identification, counteracting and elimination
of external and internal information security
threats, as well as mitigation of damages
arising from these threats.

1.2.2.3. Implementation of the set of
actions to ensure security of information
systems, staff, infrastructure, networks of
data transfer and information carriers.

1.2.2.4. Enforcement and control over
1.2.2.4 O6ecneyeHne BbLINOSIHEHUS U KOHTPOSb compliance with the legal requirements of
cobntopenunsa TpeboBaHuin 3akoHogaTtensctBa PP n | the Russian Federation and internal
JTHA B obnacTtu nHpopmaumoHHorn 6esonacHocTu. | regulations in the sphere of information
security.
1.2.2.5 T[loBblweHWe ocsenomnenHocTn | 1-2.2.5.  Improvement of the employees’
nepcoHana B 06MacTM  MHGOpMauMoHHoi | AWareness in the sphere of information
6e30nacHoCTM. security.
1.2.3. WHpopmaums, npegcrasnsawowasn | 1.2.3.  The information valuable for the

LeHHocTb ana KomnaHun, ee 6usHeca n KnneHTos,
3alMLLIAeTCss BHE 3aBMCMMOCTM OT crnocoboB ee
06paboTkn 1 hopmbl NpeacTaBneHus.

Company, its business and Customers is
protected irrespective of the means of its
processing and forms of its presentation.

1.2.4. MonoxeHus HacTosLwen Monutukm | 1.2.4.  The provisions of this Policy are
OOMOSTHAKTCA W YTOYHAKTCA nNpuHATBIMM - B | supplemented and specified by the internal
KomnaHum BHYTPEHHUMM HopMaTtmBHbIMK | regulations adopted by the Company
AOKyMeHTamMu no nHdopmauunoHHon | regarding information security, such as
BGe3onacHoCTU, TakKMMK Kak MNONUTUKK, npoueaypsl, | policies, procedures, requirements and
TpebOoBaHNA N MHCTPYKLNN. instructions.

1.2.5. CoTpyaHukn HecyT nepcoHanbHyto | 1.2.5. The employees are personally

OTBETCTBEHHOCTb 3a cobnoaeHne HacTosLWewn
MNonuTunkn.

liable for compliance with this Policy.

1.25.1. B cny4ae HapyweHUs TMOSIOXEHUA W

1.2.5.1. If the Employees violate provisions

TpeboBaHui HacTosLen MonnTunkn B | and requirements of this Policy, they may be
COOTBETCTBMM C 3akoHogaTenbctBom P® k| charged with criminal liability, administrative
CoTpyaHukam MOryT npumeHaTtbes | and disciplinary actions, including their
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aadMNHNCTPAaTUBHbIE, YronoBHbIe n
ancuunniinHapHble Mepbl, BMJ10Tb 40 YBOJIbHEHUA.

dismissal, in accordance with the Russian
laws.

1.2.5.2. PykoBOoACTBO KomnaHun HeceT | 1.2.5.2. The Company's management is
OTBETCTBEHHOCTb 3a BHefpeHWe HacTtoswen | responsible for implementing this Policy and
Monntnkn 1 MoHuTOpMHr  cobniogeHua  eé | for monitoring compliance with its provisions.
NOJTIOXXEHUN.

1.2.6. MonoxeHns AaHHoro pasgena | 1.2.6.  The provisions of this section are

AeTanuanpoBaHbl B TpeboBaHMaX No 4ONyCTUMOMY
NCNOMb30BaHMIO WMH(OPMALMOHHBIX aKTUBOB U
pecypcoB CoTpygHUKaMW.

specified in the Requirements on accepted
use of information assets and resources by
the Employees.

1.2.7. OcCHOBHbIMU knaccamu
WHGOPMaLUMNOHHBIX akTuBoB KomnaHun, 3awurty
KOTOpbIX HeoBxoaMmMo obecnevnTb, ABNATCS:

1.2.7.3. WHdopmauus Ha
HoCUTEeNnsX;

1.2.7.4. WHdopmauus, obpabaTtbiBaemas B
MHGOPMaLMOHHBIX cuctemax KomnaHuu;

1.2.7.5. TlporpammHoe obecnedeHune, Bxoasiee
B MHGOpMaLMNOHHbIE cucTeMbl KomnaHuu;

1.2.7.6. TexHuyeckne cpenctea  0b6paboTkm
nHdopmMauum, Bxoadawme B MHGOPMALMOHHbIE
cuctembl Komnanuu;

MaTepuaribHbIX

1.2.7.7. Cpeactea 7 cpensbl nepegayu
MHdopmMaLuu;

1.2.7.8. WVHdpopmaunoHHbIE n
TeneKoOMMYHUKaLMOHHbIE CepBUCHI,

npegoctaensemble KnveHtam u  CoTpygHukam
KomnaHuu;

1.2.7.9. CoTpyaHukn KomnaHuu nx
KBanudvkauus, onbIT U 3HAHUS;

1.2.7.10. O6bekKThI NHTEenneKTyarnbHON
COOCTBEHHOCTW, NUUEH3UN, penyTauus, UMULIK
KomnaHuu;

1.2.7.11. 3akoHogaTenbHble akTbl PO onpegensioT
ponb n TpedoBaHusa k KomnaHmm kak Obnagatento

1.2.7. The main classes of the
Company’s information assets to be
protected are as follows:

1.2.7.1. Information on physical media;
1.2.7.2. information processed in the
Company’s information systems;

1.2.7.3. Software included into the

Company’s information systems;

1.2.7.4. Technical means of processing of
the information included into the Company’s
information systems;
1.2.7.5. Means and environment of
information transmission;

1.2.7.6. Information and telecommunication
services provided to the Company’s
Customers and Employees;

1.2.7.7. The Company’s employees, their
skills, experience and knowledge;

1.2.7.8. Intellectual property  objects,
licenses, reputation, image of the Company;

1.2.7.9. The laws of the Russian Federation
define the role and requirements to the

WHeopmaumu 1 OnepaTtopy — MepcoHankHeIX | Company as to the Information Holder and

AaHHBIX. Personal Data Operator.

1.2.8. Komnanua, saenasce  O6napatenem | 1.2.8. Being the Holder of the Information

nHdpopmauuun, obpabatsiBaemon B KAC: processed in the Corporate Information
System, the Company:

1.2.8.1. O6gasaHa obecneunmBatb un cobniogaTtb | 1.2.8.1. Is required to ensure and protect

KOH(pmnaeHUManbLHOCTb  MHopMaumm, [OocTyn K
KOTOpOM orpaHnyeH degeparnbHbIMU 3aKOHaMU;

confidentiality of the information which is
limited-access information according to

1.2.8.2. ObssaHa  BbinonHaTs  Tpebosanus | federal laws; _
KoHTpareHTOB  mo  3awmte  wHcgpopmaumu, | 1.2.8.2. Is  required to meet the
©, 2022 CtpaHuua 4 us 20/Page 4 of 20
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ABMNAIOWENCA WNX KOMMEPYECKOM TarvHOWM U

nepegaHHon B KomnaHuio;

1.2.8.3. Ecnu nHoe He npegycMoTpeHo
denepanbHbIMK  3aKOHaMKU U TpeboBaHUSMHK
OOrOBOPHbLIX  00A3aTenbCTB, WMMeeT  NpaBo

CaMOCTOSITENbHO paspellatb MMM orpaHuYMBaThb
AOCTYN K WHGOpMauuun, onpenensitb Nopsifok wu

requirements of its Contractors on protection
of the information which constitutes their
trade secret and is transmitted to the
Company;

1.2.8.3. Has the right to independently
allow or restrict the access to the information,
define the procedure and terms of such
access, unless otherwise provided by the

YCIIOBYS TAKOro 0CTYMa. fed_eral' laws and respective contractual

obligations.

1.2.9. KomnaHus, ABMAACH Onepatopom | 1.2.9.  Being the Personal Data Operator,

nepcoHarnbHbIX JaHHbIX: the Company:

1.2.9.1. O64asaHa BbINOJSTHATL TpeboBaHus _ _

rocyapCTBEHHbIX perynsatopos " 1.2.9.1. Is required to fulfill the

3aKoHogaTtensctea P® B cooteeTcTBMM  c | requirements of the government regulators
cbenepanbHbiMM - 3aKoHamMM M nopasakoHHbivm | and laws of the Russian Federation in
akTaMm B obnactu obpabotkm u 3awmTbl | accordance with the federal laws and

NepCcoHarnbHbIX AaHHbIX; regulations in the sphere of personal data

1.2.92. Ecnu  uHoe He  npedycMoTpewo | Processing and protection; _

denepanbHbiMM  3aKOHaMW,  CaMOCTOSTENbHO 1.2.9.2. Independently defines the

onpefensTh Nopsmok cosmaHus u akcnnyataum | Procedure for creation and use of personal

MHOPMALIMOHHBIX cveTeM NepcoHanbHbIX data_ information systems, unless otherwise

[AHHbIX. provided by the federal laws.

2. Uenu n npuHumnbl gesatenbHocTHn | 2. Goals and principles of the
KomnaHun B obnactu Company’s activities in the
UHOpMaLMOHHOMN sphere of information
Ge3onacHocTH security

2.1. LUenbto pgeatenbHoctn KomnaHum B | 2.1. The goal of the Company’s

obnactu NHOPMaLIMOHHON BGesonacHocTu
aBnsietca obecnevyeHme YCnewHOro BbINOIHEHNS

activities in the sphere of information security
is to ensure successful achievement of the

Mwuccun wn  knwo4deBbiX cTpaTermdeckmx uenen | Company’s Mission and key strategic goals,
KomnaHun, yctomumBoro  pyHKUMOHMpPOBaHMUs | sustainable business operation in cyber risk
BGu3Heca B yCnoBusix KN6epprCKOoB. environment.
2.1.1. Knbeppucku cnocobHbl NpUBECTU: 2.1.1. Cyber risks may lead to:
o K HapyweHuio KOHpuaeHUManLHOCTH, '.nt fit Comprom_|§$t of fconflorlent|al|t3:j,
LEenoCTHOCTN,  [OCTynHocTn  obpabaTtbiBaeMon integrty, .aCCGSSI my o processe
UHdbOpPMALINN: information;

’ o Loss of stable operation of
* K HapyLweHu1to YCTONYMBOCTM | information systems and other information

pYHKLUMOHUPOBAHMSA MHAOPMALIMOHHBIX CUCTEM U
APYrMX MHPOPMAaLMOHHbIX aKTUBOB.

assets.

2.2. Llenb, aocturaeTcs nytem | 2.2. A goal to prevent and reduce the
npegoTepaweHs M MuHUMM3auum  notepb | Company’s losses from:
KomnaHun:
o oT yTeyek KOHMAeHUMansHowm | | Leakage of confidential
MHdopmaL,; information;
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. NCNoNb30BaHUA HEeJOCTOBEPHOIA, | + .U_Se of unreliable,  distorted

NCKaXeHHOW nHdopmMauuu; mformatlon,. . . . .
o Violation of information processing

) HapyLleHus npoLeccos obpaboTku | processes.

MHdOpMaUuK.

2.3. Ana [oCTMXeHUs YyKasaHHbIX LUenen | 2.3. To achieve these goals, the

HeobxoauMo pykoBoacTBoBaTbca cneayowmmm | following principles should be used:

npuHUMNamMmun:

Bu3Hec-OpueHTUPOBAHHOCTb CYWb
AOS/PKHA  COOTBETCTBOBaTb  UensaM  w
LeHHoCTAM 6m3Heca W 3awmwatb ero
NHTEpecChI

3akoHHOCTb

O6ecneyeHne Vb [OmMKHO oCyLLEeCTBNATLCA
B COOTBETCTBUMM C HOPMATMBHO-NPaBOBbLIMU
aktamu B obnactn b n JIHA KomnaHum

Mpoueccebl, cBs3aHHble ¢ obecneyeHmnem Vb,
JOIMKHbI BbIMOSTHATBCA Ha BCex JTanax
XWU3HEHHOro uukna uHdopmauum — OT ee
CO34aHu1S A0 YHUUTOXEHUS.

Kaxgbin COTpyAHMK Ha CBOEM YpPOBHE
OOSDKEH MpUMHMMAaTb yyacTve B npoueccax
obecneyvennsa Ub.

HenpepbIBHOCTb

MpuHUUN  HenpepbIBHOCTU  onpefendet
obecneyenHne Wb Kak  HenpepbiBHLIN
Npouecc, HanpaBfeHHbIn Ha CHUXEHue
PUCKOB  YHUYTOXEHMS UK NOBPEXOeHUs
3HaYUMbIX  MH(OPMALMOHHBLIX  aKTUBOB
KomnaHun

Moppepkka

OnpegensieT HeobxoguMocTb obecneyeHus
noagepXkn u nosinbHOCTUM PykoBoacTtBa U
nepcoHana Komnanuu Kk meponpuatnam Ub.

CucrtemMHoOCTb

OpraHu3auuoHHble Mepbl U TEeXHUYeckue
cpeActBa [OOMKHbI  paspabartbiBaTbCca U
NPMMEHATLCA B paMKax eavHOW CUCTEMb
3alUMTbl, Yy4YMTbIBalOWEN Bce  Cnocobbl
peanusauuMnm  akTyanbHbIX Yrpo3 W He
cofdepxallen cnabbix MecT Ha CTblke
OTAEenbHbIX €e KOMMOHEHTOB.

Focus on business

ISMS must correspond to the goals and
values of the business and protect its
interests

Legality

The information security must be ensured in
compliance with legal and regulatory
requirements in the sphere of information
security and the Company’s internal
regulations

The processes related to the information
security must be embodied in all stages of
the information life cycle — from its creation
to its destruction.

Each Employee at his/her level must take
part in the processes of ensuring information
security.

Continuity

The continuity principle defines information
security as a continuous process aimed at
reducing of the risks of destruction or
damaging of important information assets of
the Company.

Support

Defines the need in support and loyalty of the
Management and staff of the Company to
information security arrangements.

Consistency

Organizational and technical means must be
developed and applied under the framework
of the single protection system covering all
sorts of materialization of current threats and
free from cross-component weaknesses.
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CBoeBpeMEHHOCTb

Mepbl obecneyeHunss 3awmuTbl MHPOPMaLUN
AOMKHbI HOCUTL YNpeXaatoLwunin xapaktep.

KomMnnekcHocTb

YcTtaHaBnmBaeT corrnacoBaHHoe
NPUMEHEHNE  pasfinyHbIX  METOAoB U
mexaHunamoB b

Pa3yMHaﬂ AOCTAaTOYHOCTb

O6ecneunBaeT cbanaHCMPOBaAHHOCTb MeEXAy
ypoBHeM 3aTpaT Ha obecneveHne Wb c
YPOBHEM PUCKOB MHAOPMALMOHHBIX aKTUBOB
KomnaHun

OKOHOMMYECKas LenecoobpasHoOCTb

3aTtpaTbl Ha nogaepxky n passutme CYUbB He
OOIMKHbI MNpeBbllWaTh pasmep yuwepba ot
pasrnawleHus, yTpaThl, YHUYTOXEHUSA,
NCKaXXeHus " HECaHKLMOHNPOBAHHOTO
AocTtyna K MHopmMauum

OTtBetcTBeHHOCTb OTBETCTBEHHOCTbL 3a
obecneyeHne Vb Bo3naraetcsa Ha Ka)goro
CoTpyaHuka B npegenax ero
PYHKUMOHanNbHbIX 06513aHHOCTEN

KoHTponb

MHpopMaunoHHbIE pecypcbl U cpedcTBa
KOMMYHMKaLMA OOSKHbI NpedycMmaTpmuBaTh
MEeXaHU3Mbl KOHTpOMsS nopsigka obpalueHus
C KOH(pbmnaeHumansHon nHopmMaumnen

npOCTOTa ncnonb3oBaHuA n
ynpaBnaeMoCTb CpeacTB 3allUThbl

MpumeHeHWe CpPeacTB 3aliMTbl HE AOIMKHO
TpeboBaTb crneuuanbHbiX  3HAHUA UMK
BbIMNOSTHEHUS PYTUHHbIX Onepaumin

LleHTpanusauma ynpaBnenusa [lpouecc
obecneveHna Wb ocywecteBnserca no
OpraHvM3aLUMoOHHOM UMepapxun  yrnpaBneHus

(no eVHbIM OpraHn3aunoHHbIM,
PYHKUMOHAaIbHbLIM 7 MeTOANYECKUM
npyHUMNam).

Timeliness
The measures of information protection must
be preventive.

Overall perspective

Establishes approved application of different
methods and mechanisms of information
security

Reasonable adequacy

Ensures the balance between the costs for
information security and the risk level for
information assets of the Company

Economic viability

The costs for support and development of
ISMS must not exceed the damages from the
information disclosure, loss, destruction,
distortion and unauthorized access.

Responsibility

Each Employee within his/her scope of
functions is responsible for ensuring of
information security

Control

Information resources and communication
means must provide for controls applied to
handling of confidential information

Usability and manageability of protection
means

Using of protection means must not require
special knowledge or exercise of routines

Centralized governance
The process of ensuring information security
is carried out using organizational
management hierarchy (using single
organizational, functional and
methodological principles).

Back-up
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Pe3epBupoBaHue

Bce kpuTuyHble npoueccbl U CepBUCHI
[AOMKHbI NpeaycMaTpuBaTh pe3epBrpoBaHmne
C Y4ETOM UX MOCTOSIHHOW FOTOBHOCTHU

MuHnMusauma nonHomouun [octyn K
NHPOPMaLNOHHBLIM pecypcam n
TEXHONMOrMSIM  OO0IMKEH OblTb  OrpaHunYeH,
obocHoBaH " npenocTaBnNATLCSA
NCKITIOYNTENBHO ans BbINOMNMHEHUS
cnyxebHbix 06s13aHHOCTEN

MocTosiHHOE coBepuieHCTBOBaHuUe

CYWb JOJKHA pa3BmnBaTbCA 7
COBEpLUEHCTBOBATLCA B COOTBETCTBUM C
nosiBNeHnem HOBbIX BEKTOpPOB
pacrnpoCcTpaHeHUsl yrpos, M3MEHEeHUsSMN B
KOpnopaTuBHOMW MH(OPMaLMOHHON CUCTEME
n HOPMaTUBHbIX aKTax, y4nTbIBaTb
TpeboBaHua 3akoHogaTenoctBa PO wu
onuMpaTbCa Ha LOCTUTHYTble pe3yrbTaTbl U
nydwme MuUpoBble MNpPaKkTUKM B obnacTtu
3awmTbl MHopmMauumm.

All critical processes and services must be
backed up in respect of their permanent
readiness

Authority minimizing

The access to information resources and
technologies must be minimized, motivated
and provided only for business purposes

Ongoing improvement

ISMS must be developed and improved in
compliance with newly appearing threats,
changes in the corporate information system
and regulations, requirements of the Russian
laws and must be based on achieved results
and best practices in the sphere of
information protection.

3. Cucrtema
UHoOpMaLMOHHON
0be3onacHocTbio KomnaHum

YnpaBneHus

3. Information management
system of the Company

3.1. CocTosiHMe 3alMLLEHHOCTU WHTEpPEecoB
KomnaHum B NH(OPMaLIMOHHON cthepe
JocTturaeTtcs co3gaHuem CYWB, KoTopasi
obecneyvnBaeT peLLeHne crnegyowmx 3agay:

3.1.1. CosgaHne opraHM3aunoHHOW CTPYKTYpbI
cuctembl ynpasnenus b KomnaHup;

3.1.2. Peanunsauua npoueccoB ynpasreHus u
obecneyveHna Ub;

3.1.3. Peanusauyuto MEeTO0B, a Takxe
3PPEKTMBHOE MCMNOSMb30BaHME MEXaHU3MOB U
cpeactB obecneveHuns b Komnanum.

3.1.4. CoeBpeMeHHOEe onpegeneHve
aKTyarnbHbIX yrpos b n NOCTOAHHOE
COBEepLUEHCTBOBaHNE MNPOLLECCOB YynpaBlieHuss "
obecneyverna Ub.

3.1. The Company’s interests in the
information sphere are protected by the
ISMS which is designed to address the
following objectives:

3.1.1. Creation of the organizational
structure for the ISMS of the Company;

3.1.2. Implementation of information
security management and maintenance
system;

3.1.3. Implementation of methods and

effective use of mechanisms and means of
maintenance of the Company’s information
security.

3.1.4. Timely detection of relevant threats
to information security and on-going
improvement  of information  security
management and maintenance processes.

3.2. PesynbTaTtneHoe ynpaenexue | 3.2 The efficient managing of
npoueccamm obecrnedyeHnss  MHPOPMaLMOHHON | information security processes is achieved
BGe3onacHocTM  gocTuUraeTcs ncnonb3oBaHMEM | ysing process approach in compliance with
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npoueccHoro nogxoga B
ctaHgaptom ISOMEC 27001.

cooTBeTCcTBMN  CO

3.3. [ns peanusaunmn NpoueCccHoOro nogxona B
KomnaHumn dYHKUMOHUPYET CYWBb,
obecneunBawolaad npueMnemMbin AOns  3aluTbl

nHTepecos KomnaHum yposeHb WB, a Takke
rapaHTmpytoLlas HeobxoanmbIN YypoOBEHb AOBEPUS
CO CTOPOHbI rocyfapcTBa, akUMOHEPOB, KIMEHTOB,
napTHepoB U COTpYAHUKOB.

3.4. B mnHTepecax gyHkumoHuposaHus CYUB
B KomnaHun peanusyloTcs crieayroLme rnpoLeccol:

3.4.1. Co3paHune CYUB:

3.4.1.1. CospmanHne CYUMB wun noctosiHHoe ee
COBEpPLLUEHCTBOBAHNE  COrNacHO  akTyarbHbIM
yrpo3am  kubepbesonacHocTM UK cTpaternm
pa3BuTusa 6usHeca;

3.4.1.2. PaspaboTtka NMNonutukun b, HopMmaTUBHbIX
AokymeHTtoB CYUB n nx nepecmotp;

3.4.1.3. YnpaBneHue puckamm - npoBegeHne
OLEHKM 1 06paboTKkn prckoB knbepbesonacHoOCTH.
3.4.2. BHeapeHue n akcnnyaTtauusa CYUB:

3.4.2.1. ®dopmupoBaHue nrnaHa o6paboTkm puckos
CYWNB - paspaboTka nnaHa o6paboTknm pUCKOB
CYWDB v ero aktyanusaumsi;

3.4.2.2. WVHuumaumss  BbINOMTHEHUA  3agad -
CBOEBpPEMEHHOE BbINOSIHEHNE 3ajau,
onpedeneHHblXx B nnaHax o6paboTknm puUckos,
KOPPEKTUPYIOLLMX U Npeaynpexaatrolmnx 4encTBum;
3.4.2.3. KOHTpOsb BbINOSIHEHMS 3a4ay - KOHTPOIIb
BbIMOMHEHNS aKTUBHbIX 3a4ay;

3.4.2.4. OnpepgeneHne MeTpUK 3PPEKTUBHOCTH
CYWMB - paspaboTka MeTpuk 3addEeKTUBHOCTU MeP,
npumMmeHsiembix B CYUDB, n nx aktyanusauus;

3.4.2.5. T[lnaHnpoBaHue pecypcoB HeobXoaMMbIX
ansa acpdekrTneHoro pyHkunoHmposanmsa CYUB;

3.4.2.6. BblgeneHne pecypcoB, HeobBXoauMbIX
ANnsa yctonymneoro yHkumMoHmpoBaHua CYUB;

3.4.2.7. YnpasneHue AOKyMeHTauuen -
AOKYMEHTUPOBaHWe nopsigka pa3paboTku,
dyHKUMOHNPOBaHMSA 1 coBepLueHcTBoBaHuA CYUB
n onpegeneHve nopsgka  obpawleHus  C
AOKyMeHTauuewu;

3.4.2.8. YnpaBneHue 3anucamu- onpeaeneHve
cocTaBa n nopsaka AOKYMEHTUPOBAHNA
Heobxoanmbix 3anucen CYUB;

3.4.2.9. 3kcnnyataumoHHble npoueccsl (BKoyas

the standard ISO\IEC 27001.

3.3. To implement the  process
approach, the Company operates ISMS
ensuring acceptable level of information
security to protect the Company’s interests,
and providing a required level of confidence
from the government, stakeholders,
customers, partners and Employees.

3.4. The following processes are
carried out to operate the ISMS in the
Company’s interests:

3.4.1. ISMS development:

3.4.1.1. Development of ISMS and its
ongoing improvement according to the
current cyber threats and business
development strategy;

3.4.1.2. Development of Information
Security Policy, ISMS-related regulations
and their review;

3.4.1.3. Risk management — assessment
and handling of cyber security risks.

3.4.2. Implementation and operation of
ISMS:

3.4.2.1. Development of the schedule for
ISMS risks handling — creating of the
schedule for ISMS risks handling and its
update;

3.4.2.2. Initiation of task performing — timely
performing of tasks defined in the schedules
of risk handling, corrective and preventive
actions;

3.4.2.3. Control over tasks performance —
control over performing of active tasks;
3.4.2.4. Defining ISMS efficiency metrics —
defining metrics to assess efficiency of
measures used in ISMS, and their update;
3.4.2.5. Planning of resources required for
efficient operation of ISMS;

3.4.2.6. Allocation of resources required for
sustainable operation of ISMS;

3.4.2.7. Documentation management —
documentation of the procedure for
development, operation and improvement of
ISMS and defining the procedure for
documentation handling;

3.4.2.8. Records management — defining
composition and procedure for documenting
of required records in ISMS;

3.4.2.9. Maintenance processes (including
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ynpaBrneHue NHUMOeHTamMu B]) -
AOKYMEHTUPOBaHNE n peanusauus BCEX
aKcnnyaTaumoHHbIX npoueccoB CYUB, co3gaHHbIX
B pesynbTtate BHeOpeHusi BblOpaHHbIX Mep
obecneyenuns UB.

3.4.3. MoHuTopuHr n aHanus CYUB:

3.43.1. AHanms CYUB - obwun aHanus
afleKkBaTHOCTWN Mep, peanu3oBaHHbix B CYU;

3.4.3.2. Ayaunt CYWUB - npoBefeHnst He3aBUCUMBbIX
ayautos CYUB.

3.4.4. ConpoBoxaeHue 7]
coBeplieHcTBoBaHue CYUB:

3.4.4.1. Koppektupytowime AencrTeuns-
paspaboTka KOPPEKTUPYHOLLINX AencTBuu,
HanpaBfiEHHbIX Ha yCTpaHeHue NPUYnH
BbISABNIEHHbIX HEeCOOTBETCTBUN ans

npegoTBpaLLeEHNss UX NMOBTOPHOIO BO3HWKHOBEHUS
UM KOPPEKTUPYHOLLMX OENCTBUN, CBA3AHHbLIX C
npeanoXxeHMsaMn no coeepieHcTesosaHmio CYUB;

3.4.4.2. [lpepynpexgatowme JencTBus -
paspaboTka npeaynpexaarLmx AEencTBun,
HanpaBlieHHbIX Ha yCTpaHeHune NPUYnH
noTeHUManbHblX HECOOTBETCTBUMMA WU AOPYrnx
noTeHumManbHoO HeXxenaTenbHbIX cuTyaumn,
CBsI3aHHbIX C yHKUMOHUpoBaHnem CYUB.

IS incidents management]) — documenting
and implementation of all maintenance
processes of ISMS created as a result of
implementation of selected measures of
information security.

3.4.3. ISMS monitoring and analysis:
3.4.3.1. ISMS analysis — general analysis of
adequacy of measures implemented in
ISMS;

3.4.3.2. ISMS audit — independent audits of
ISMS.

3.4.4. ISMS support and improvement:

3.4.4.1. Corrective actions — development
of corrective actions aimed at elimination of
the reasons for detected deficiencies to
prevent their occurrence or corrective
actions related to suggestions of ISMS
improvement;

3.4.4.2. Preventive actions — development
of preventive actions aimed at elimination of
the reasons for potential deficiencies or other
potentially unwanted situation related to the
operation of ISMS.

4. OCHOBHbIE MeToAbl
obecneyeHnss UHOpPMaLMUOHHON
0e3onacHocTUu

4. Key methods of ensuring
information security

4.1. OcHoBHble MeToabl obecneveHunsa Wb
06begnHATCA NO CreayLWMM HanpaBneHUsM:

4.1.1. HopmaTuBHO-NpaBoBbIE;

4.1.2. OpraHusauunoHHble;

4.1.3. TexHn4eckue;

4.1.4. d1HAHCOBO-3KOHOMMYECKME.

4.2. OCHOBHbIMU HOpMaTUBHO-NPaBOBbIMU

MeTodamMu SBASTCS:
4.2.1. CospaHne n coeepueHcTBoBaHue JIHA
KomnaHun, perynupyowmx oTHoweHus B obnactm
obecneyenuns Ub.

4.2.2. OueHka pe3ynbTaTMBHOCTM NPUMEHEHNS
pencteyowmx JIHA n BbipaboTKy nporpammbl UX
COBepLUEHCTBOBaHWS;

4.2.3. Co3gaHne opraHn3aumoHHO-NPaBOBbIX

4.1. The key methods to ensure
information security are divided into the
following areas:

4.1.1. Regulatory and legal;

4.1.2. Organizational;

4.1.3. Technical;

4.1.4.  Financial and economic.

4.2. The key regulatory and legal
methods are:

4.2.1. Creation and improvement of the

Company’s internal regulations in the sphere
of information security.

4.2.2. Assessment of the efficiency of
using current internal regulations and

development of the program of their
improvement;
4.2.3.  Creation of organizational and legal
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MexaHu3moB obecnevyeHnsa UB;

4.2.4. OnpegeneHne ponen Bcex CyObekToB
OTHOLLEHUN B MH(POPMaLMOHHON chepe, BKNOYas
nonb3oBartenen MHPOPMaLMOHHbIX CUCTEM N ceTen
CBA3M, YCTaAHOBMNEHME WX OTBETCTBEHHOCTU 3a
cobntogeHne TpeboBaHui;

4.2.5. PaspaboTka npoLeccos,
onpegensarwmnx opraHMsaumio  paccrnefoBaHus
nHumaeHTtoB UB;

4.2.6. PaspaboTtka nogxogoB W MeTo4oB
KaTeropupoBaHus uHdopmMaumMmM, OTHOCUMOW K
KOMMEepYecKkon TanHe W nepcoHasibHbIM LaHHbIM
Komnanuu;

4.3. OCHOBHbIMU
MeToaamMu ABMATCSH:

4.3.1. CospgaHue u coeplieHcTBoBaHue CYNB
KomnaHuu;

4.3.2. Yyactme B Hay4dHbIX UCCNenoBaHUSX B
obnactu obecneyeHns Nb B nHTepecax otpacnu n
KomnaHuu;

4.3.3. PasrpaHnyeHne w1 genernposaHue
nonHomounn B obnactn obecneyeHns b mexay
nogpasaeneHnamm Komnanum;

4.3.4. Vicnonb3oBaHMe CUCTEMbI CTpaxoBaHUA
NHGAOPMAaLMOHHBIX PUCKOB A1 3HAYMMbIX aKTUBOB
KomnaHuu;

4.3.5. KoopauHaums JeAaTenbHOCTU
nogpasgeneHnn KomnaHuu, pellarowmx 3agadu
obecneyeHus Nb;

4.3.6. KoHTponb JesATenbHOCTH
nogpasgeneHnn KomnaHumn, pewarwowmx 3agaudu
obecneyenna b n CotpygHukoB KomnaHum B
obnactn obecnevyeHus Ub;
4.3.7. Mpenynpexaexuve,
npeceyeHne uvHUuMgeHtoB Wb, cBsA3aHHbIX C
nocaratefnlbCTBAMM Ha  3aKOHHblE  WHTEpPECHI,
aKTuBbI 1 pecypcbl KomnaHuu;

4.3.8. CoBepLueHcTBOBaHME CUCTEMBI
NnoaroTOBKU KagpoB, y4acTBYOLWNX B obecneveHnm
B KomnaHuwn.

4.4, OCHOBHbIMM MeTOA4aMM B TEXHUYECKOM
HanpaBneHun ABMSTCS:

44.1. lNpoBeoeHne eguHon [lonuTnkn B
obnactn obecneyeHuns b Komnanuu;

4.4.2. BHeopeHne cuctem npenoTBpalleHust
HeCaHKLUMOHNPOBAHHOIO aoctyna K
obpabartbiBaemon uHdOpMauuM U cneunanbHbIX

opraHun3aumMoOHHbIMU

BblABI1IEHNE n

mechanisms to ensure information security;
4.2.4. Defining roles of all related parties
in the information environment, including
users of information systems and
communication networks, defining their
responsibility for compliance with the
requirements;

4.25. Development of processes to
define arrangement of investigations into
information security incidents;

4.2.6. Development of approaches and
methods to categorize information treated as
trade secret and personal data of the
Company;

4.3. The main organizational methods
are as follows:

4.3.1. Creation and improvement of the
Company’s ISMS;

4.3.2.  Participation in research in the
sphere of ensuring information security in the
interests of the industry and the Company;
4.3.3. Distribution and delegation of
authorities in the sphere of information
security among the Company’s departments;
4.3.4. Using of the information risk
insurance system for important assets of the
Company;

4.3.5. Coordination of activities of the
Company’s departments engaged in
information security assurance,

4.3.6. Control of the Company’s
departments engaged in information security
assurance and the Company’s Employees in
information security;

4.3.7. Prevention, identification and
suppression of information security incidents
related to infringement on the Company’s
legal interests, assets and resources;

4.3.8. Improvement of the system of
training for personnel engaged in information
security assurance.

4.4, The main technical methods are as
follows:
4.4.1. Adopting of a single Policy in the

sphere of information security;

4.4.2. Implementation of systems to
prevent unauthorized access to processed
information and special effects causing
destruction, disposal, distortion of
information, as well as changes in the normal
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BO34eNCTBUN, BbI3blBaKOLLMX paspyLueHue,
YHUYTOXEHUE, UCKaKeHue uHopmaumm, a TakKxke
N3MeHeHwune LWITaTHbIX PEXMMOB
YHKUMOHNPOBAHNA NHAPOPMALMOHHBLIX CUCTEM U
CUCTEM CBA3Y;

4.4.3. AHanu3 BO3MOXHOCTU MCMONb30BaHUA,
BHeJpeHue 1 opraHmMsauuns aKkcnryatauum cpeacTs
3amThl NHdopmMaLnn n KOHTpOns
pe3ynbTaTMBHOCTU 3TUX CPEACTB;

4.4.4, CosgaHne cuctembl cbopa u aHanuaa
AaHHbIX 06 uCTOYHMKax yrpo3 WB aktnBam
KomnanHnmn, a Takke O nNocnegcrtBusx  UX
OCYLLEeCTBMEHNS;

4,45, dopmMmpoBaHMe CUCTEMbI MOHUTOPUHra
nokasatenem wu xapakrepuctuk coctoaHus Wb
KomnaHun.

operation of information and communication
systems;

4.4.3. Analysis of the possibility to use,
implement and maintain the means of
information protection and control over the
efficiency of such means;

4.4.4. Creation of the system for
collection and analysis of the data on the
sources of information security threats to the
Company’s assets, and the consequences of
their materialization;

4.4.5. Developing of the system to
monitor the Company’s information security
indicators and properties.

4.5. OCHOBHbIMU domHaHcoBo- | 4.5. The main financial and economic

3KOHOMUYECKMMWN MEeToAaMMU ABNAOTCS: means are as follows:

45.1. PaspaboTka nporpamm obecnevenms Vb 4.5.1. . Eevelgpment Oft th? tﬁrograms to

Komnanmm 1 onpegeneHve  nopsigka — uUX ensure nformation security ot the L.ompany

(DUHAHCMPOBAHMSI; ?nd o!eflrutlon of the procedure for their

4.5.2. CoBepLueHCcTBOBaHNE CUCTEMBI Ainsarzmlng,l t of th i f

PUHaHCMpoBaHUA pabor, CBSA3aHHbIX c f.' T m?rovemen 0 K € s?/s,te(;n tO

peanusaumven HOpPMaTMBHO  — NnpaBoOBbIX, _|na|ncmgt t_or ef wor SI ¢ reael ?

OPraHn3aumMoHHbIX W TEeXHUYECKMX  MeTodoB Imp eme?alcin dot rr]egu?ory,th dega],c

3aLWTH! MHDOPMALIWM. organizational and technical methods o

information protection.

5. OpraHnsauuoHHas cTpyktypa | 5. Organizational structure of
Cucrembl ynpaBneHus the Information Security
UHoOpMaLMOHHON Management System
Ge3onacHoOCTbLIO

5.1. OpraHunsaunoHHast CTpykTtypa cuctembl | 5.1. Organizational structure of the

ynpaenenns b KomnaHun ctpontcss Ha OCHoBe
pasrpaHMyeHns  PyHKUMOHAmNbHbIX MOMIHOMOYMI
MeXay nogpasgeneHusMn M 3akpennsetca B

information security management system of
the Company is based on distribution of
functional authorities among departments

COOTBETCTBYHOLMX HOpMaTMBHbIX AOKymeHTax, B | and is documented in the respective
yacTtu kacawwmxes Ub. regulations related to the information
security.

5.2. OCHOBHbIMU anemeHtamu | 5.2. The key elements of the
OpraHn3aunoHHOM CTPYKTYpbI cucteMbl | organizational structure of the information
ynpasneHusa b aensatoTtca: security management system are:
5.2.1. "eHepanbHbIM anpekTop KomnaHuy; 52.1.  CEOof t_he Compa_ny .
5292 KoMUCCUS 1O 3aLLmTe MHADOpMALIN: 5.2.2. Info.rmatlon protection committee
5.2.3. Ounpekumsa no obecneveHnto 6usHeca; ggi :BL;smest_s Sugport i M ¢
5.2.4. YnpasneHue MHOPMaLMOHHON S. : .'t ntormation security Management,
6esonacHocTtblo OB (ganee YWB [JOB) 5e2015m y IT-
5.2.5. Aunpekuus no WHPOPMALUMOHHBLIM | ~ 7 ’
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TEXHOMOrsM;
5.2.6. OpraHunsauum, KOTopble Ha OCHOBaHUU
AOroBOPOB, BbINOSHAT paboTbl MM OKasbiBaKOT
ycnyrm B obnactn obecneveHna UMb KomnaHuu

(oanee - Noapsa4uvkm);
5.2.7. MHble  CoTpyaHukn  noapasgeneHun
KomnaHun, npuHuUmMalwwme B COOTBETCTBUM C

NOKanbHbIMW HOPMaTMBHLIMKM akTaMn y4yactve B
peweHun 3apgad obecnedenHns WMB KomnaHum
(nanee - CoTpygHUKN).

5.3. eHepanbHbIN gupekTop KomnaHuu Kak
obnapgatenb nHopmaummn:

) YTBEpXKOaeT cocTaB " obbem
WHpopMauuKn,  COCTaBMSAOWMX  KOMMEPYECKYIO
TanHy;

o YTBEpXKOaeT nepeyveHb MNepcoHanbHbIX
AaHHbIX, 0bpabaTbiBaeMbIX B KOMMNAHUW;

o Onpegensiet HanpasneHue pas3sutua Nb

KoMnaHuu no npeanoxeHusam YUB;

e YTBepxpaeT npoueaypy ynpaBrneHusa pyuckamm
NB.

5.4. Komucena no 3sawmte  uHGopmauuu
ABNSAETCA MNOCTOSAHHO [OEWCTBYHOLUMM OpraHom,
NPUHUMAKOLWNM  yNpaBfeH4yeckne peleHns B

OTHOLLEHUM 3aLmLLLaeMon nHgopmarmm KomnaHum
n obecneuymBaroLLIUM NOCTOSIHHOE
COBEpLLEHCTBOBAHME OopraHn3aunoHHO-

TEXHUYECKMUX Mep ee 3allnThbl.

5.5. HOunpexumm no obecneveHnto bmusHeca:

) PaspabaTtbiBaeT n peanunsyeTt cTpaTerumo
MHdOpMaLUNOHHOK B6e30MacHOCTY;

. PaspabateiBaetr JIHA B  obnactu

obecneyvyeHunsa Nb;

o Pas3pabaTtbiBaet
coBepLieHcTBoBaHnio CYUB;

npeanoxeHuna no

o KoopauHupyet  OedATenbHOCTb  BCEX
nogpasgeneHunmn KomnaHum B obnactu
obecrneyeHna Wb ¢ yyeTomM onpeneneHHbIX
"eHepanbHbIM ANPEKTOPOM NPUOPUTETHbIX

HanpaBneHun pa3sBnTnsa busHeca n JENCTBYIOLLErO
3akoHopgartenbcTBa B obnactn UB;

) dopmmpyeT npegnoXeHns B MPOEKT
oogxketa KomnaHmm Ha obecneyenune UB;
) MpoBogMT paboTy NO BLIABNEHUO U

oueHke yrpo3 un puckoB Ub, peanudyet mepbl Mo

5.2.6. Contracted companies engaged for
performing of works or rendering of services
in the sphere of the Company’s information
security (hereinafter, Contractors);

5.2.7.  Other Employees of the Company
taking part in addressing of the Company’s
information security issues in accordance
with internal regulations (hereinafter, the
Employees).

5.3. Being the information holder, the
CEO of the Company:

o Approves the composition and the
volume of information constituting trade
secret;

o Approves the list of personal data
processed in the company;
o Defines the direction for the

company’s information security development
according to suggestions from the
information security management;

e  Approves the procedure for information
security risk management.

5.4. The Information protection
committee is a permanently operating body

which takes management decisions in
relation to the Company’s protected
information and ensures on-going

improvement of organizational and technical
measures of information security protection.

5.5. Business Support:

o Develop and implement the
strategy of information security;

o Develop internal regulations in the
sphere of information security;

o develop suggestions on
improvement of ISMS;

o Coordinate activities of all the

Company’s departments in the sphere of
information security considering priority
business directions defined by the CEO and
the applicable laws in the sphere of
information security;

o Compile suggestions into the
Company’s draft budget for information
security;

o Detect and assess information
security threats and risks, implement the
measures to prevent information security
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npegoTepatleHuto yrpo3 Ub;

. KoHTponupyeT peanusauuio TpeboBaHui
no Mb;
o OpraHunsyeT MOHUTOPUHI cocTosiHuSA B,

a TaKkke MOHUTOPUHI aTak Ha MH(OPMaLMOHHbIE
akTuBbl KomnaHuu;

) WHnuyuupyeT n npoBOANT paccnenoBaHns
no gakram nHuuageHTtos UB;

. OTBeyaeT 3a BHeOpPeHWEe, KOHTPOSb,
3KCnNyaTauunio NporpaMmMHO-TEXHUYECKUX CPeacTB

3aWmThl NHpopmMaumn, NCnonb3yeMbix B
KomnaHuu;

) Ha nepmoanyeckomn OCHOBE
nHdopmnpyeT "'eHepanbHoro gupektopa n Coset
[vpekTopos Komnanum o] COCTOSIHUM
3alMLLEHHOCTM  MH(OPMALMOHHBIX  aKTUBOB,
obuwemM ypoBHe  3aLUMLLEHHOCTM,  3HAYUMbIX
nHumaeHtax Mb;

o MpencraBnsaeTr wHTepecbl KomnaHum u

B3aMMoOencTeyeT c rocyaapCTBEHHbIMMU,
NpPaBoOOXPaHNTESTbHBIMU opraHamu n
perynatopamun no sBonpocam Mb B pamkax cBOMX
NOSTHOMOYNIA N 30HbI OTBETCTBEHHOCTY,;

o OkasbiBaeT MHPOPMALNOHHYIO
noanepky CoTpygHukam no BOMpocam
MHdOpMaLMOHHON Be3onacHoCTY;

. CopenctByeT B opraHuMsauum oby4veHus
CoTpyaHukoB KOMMNaHum B obnactu
MHopMaunoHHon 6e3onacHoOCTH, y4vacTByeT B
paspaboTke obyuarowmx KypcoB no
NHdOpMaLNOHHON Be30NacHOCTH.

5.5.1. YNB OOb siBnsetca nogpasgeneHuem,
OTBETCTBEHHbIM 3a KOHTponb obecneyeHuss Wb
KomnaHun.

o OcywectBnser coBmectHo ¢ OUT
MOHUTOPUHI COCTOSAHUSA MB, a Takke MOHUTOPUHT
aTak Ha MHopMaLNOHHbIE akTuUBbI KomnaHuun.

o PykoBoant pabotammn no obecnedeHuto
NB KomnaHun,

° CaHkuyunoHupyeT OENCTBUS no
obecneyeruto Vb,

. Onpepenset NpUopUTETHLIE

HanpasneHna pa3sutma b Komnanum,

threats;

o Control implementation of
information security requirements;

o Organize information  security

monitoring, and monitoring of attacks on the
Company’s information assets;

o Initiate and conduct investigations
on information security incidents;

o Is responsible for the
implementation, control, maintenance of
software and hardware tools of information
security used in the Company;

o On a permanent basis, inform the
CEO and the Board of Directors of the
Company on the security of information

assets, general security, significant
information security incidents;
o Represent the Company’s interest

and interact with the government, law-
enforcement authorities and regulators in
information security sphere within the scope
of their responsibility and authority;

o Provide information support to the
EmployeeS ON INFORMATION SECURITY
ISSUES;

o Help in organization of the
Company’s employees training in the sphere
of information security, take part in
development of training courses on
information security.

5.5.1. Information Security in Security is a
department responsible for the control over
the Company’s information security.

o Jointly with IT performs monitoring
of information security and monitoring of

threats on the Company’s information
assets;

o Management of the works to
ensure the Company’s information security;
o Authorize activities for information
security maintenance;

o Define priority development

directions for the Company’s information
security;
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. dopmupyeTt maTtpumuy puckos UB,

. OtBevaet 3a noaroToBKy n
npegoctasneHne [unpektopy no obecneyeHunto
6usHeca n eHepanbHOMY AupekTopy Komnanum
OTYETHOCTM NO BOMpocamM MHMOPMaLMOHHOMN
GesonacHoCTW.

5.6. Avpekuns no
TEXHONMOMNAM:

MHJOPMAaLIMOHHBIM

o PeanunsyeT TexHu4yeckne meponpusTus
no MHdopMaunoHHoN 6e30nacHOCTY;

. PaspabatbiBaeT npeanoXxeHus no
coBepuweHcTBoBaHMo CYWB u BbIHOCUT MX Ha
obcyxaeHune n paccmoTpeHue B YUB;

o YyactByeT B dhopmMmpoBaHun GrogxeTa
Ha obecnevyeHne b Komnanuu;

. CornacHo 30HEe OTBETCTBEHHOCTH,
NpoBOAMUT paboTy MO BbIABNEHUIO U OLEHKE Yrpo3 U
puckos Vb, peannsyeTt Mepbl No NpefoTBpaLLeHIO
yrpo3 Vb no npeacrasnenuam YUB;

o KoHTponupyeT peanusauuio TpeboBaHum
no Vb B cBoen 30He OTBETCTBEHHOCTU;

o OcywectBnsier coBmectHo ¢ YWUB
MOHUTOPUHI cocTosiHua VB, a Takke MOHUTOPUHT
aTak Ha MHOpMaLNOHHbIE akTUBbLI KomMnaHuu;

o YyactByeT B npoBeaeHUN
paccnefoBaHuu no akram nHumgeHtos Ub;

) OTtBevyaeT 3a BHeOPEHME W KOHTPO&b
akcnnyaTtaumm 6a3oBbIX NPOrpaMMHO-TEXHUYECKNX
CpeacTB 3alnTbl MHGOPMAaLUK, UCNOSMb3yEMbIX B
KomnaHuu;

o NHdopmupyeT YUB 0 BCex BbIABNEHHbIX
HeJocCTaTkax B cuUCTemMax 3awmTbl U UMHUMOEHTax
nBb;

° MNpenctasnsatoT [ocTtyn K
WHPOPMAUNOHHLIM  akTuBaMm  KomnaHun B
cooTtBeTcTBUM C JIHA no ynpasneHnio 4oCTynow;

) Ob6ecneunBaeT cobnogeHns TpedoBaHnmn
MHGOpMaLOHHON ©e3onacHocTH ansa
MHOPMALMNOHHBIX CUCTEM MPU UX BHEAPEHUN WU
aKcnnyaTauuu;

. PeanuayeT meponpuaTus N0 yCTPaHEHUIO

o Prepare the matrix of information
security risks;
o Responsibility for preparing and

presentation of the information security
reporting to the Business Support Director
and CEO of the Company.

5.6. IT:

o Implement technical arrangements
in information security;

o Develop suggestions on

improvement of ISMS and submit them for
discussion and review by the Information
Security Management;
o Participates
budget for information security of
Company;

o According to the
scope, detect and assess information
security threats and risks, implement
measures to prevent information security
threats as defined by the Information
Security Management;

o Control over implementation of
information security requirements within its
responsibility scope;

o Jointly with Information Security
Management performs monitoring of the
information security and monitoring of
attacks to the Company’s information assets;

in drafting of the
the

responsibility

o Take part in investigations of the
information security incidents;
o Responsibility for implementation

and control over the operation of basic
software and hardware tools of information
protection used in the Company;

o Inform the Information Security
Management on the defects detected in
protection systems and information security
incidents;

o Provide access to the Company’s
information assets in accordance with
internal  regulations on the access
management;

o Ensure compliance with the
information  security requirements  for
information systems upon their
implementation and operation;

o Implement arrangements to

address weaknesses of the Company’s
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YA3BMMOCTEN MHPOPMALNOHHbIX aKTUBOB
KomnaHun, uHdopmupyetr YUB 0 BbIIBNEHHbIX
YA3BMMOCTSX.

5.7. Ons  peanusaumm  MeponpuAaTUA B
obnactm VB KomnaHuss moxeT npuBnekatb Ha
[0roBopHoON ocHose Mogpsavnkos.

5.8. CoTpyaHukn B pamMmkax CBOMUX
NMOMIHOMOYMA  BbINOMHAT  TpeboBaHus  no
obecneyeHunto Wb, ornpegeneHHbIxX B

cooTBeTcTBYOWMX JIHA KomnaHun.

5.9. B KomnaHun opraHnsoBaHbl nNpoLecchl
dopMmnpoBaHUA 1 NpeaocTaBNeHNs OTYETHOCTU NO
Bonpocam Ub:

. Mo aHanu3y  3aWuLEeHHOCTH "
pesynbTaTam TECTMPOBAHWS Ha NMPOHUKHOBEHWE B
NH(OPMAaLMOHHbIE CUCTEMbI U akTUBbI KoMnaHuu;

) O CKaHMpOBaHun NHPaCTPYKTYpPbI
KoMmnaHmnm Ha yaA3BMMOCTM U OTYeTbl 06 unx
yCTpaHeHuu;

o Mo pesynbratam aygutoB Wb nu
cobntogeHuns TpeboBaHu 3akoHodaTenbcTea Pd;
o O BbINONHEHMN NNAHOB MEPONPUATUN NO
nb;

° Mo nHumpentam UB;

o Mo coBepweHcTBOBaHUO CYUB.

5.10. Mopsigok  MoAroToBKM — OTYETOB MO

Bonpocam Wb, cpoknm wux npegoctaBneHna wu
OTBETCTBEHHbIE 3a WX MOArOTOBKY OnpefeneHbl B
JIHA KomnaHuu, B yacTtu kacatowwmxcs Vb, a Takke
B AOJPKHOCTHbIX MHCTPYKUMSAX y4acTHUkos CYUB.

5.11. B uensix obecneyeHns HPOPMaLNOHHOM
©e3onacHocTn B KomnaHum BblaeneHbl KniyeBble
00513aHHOCTM M UX WUCMOMHUTENU B pamMKax
npoueccoB Wb, koTopble npuBedeHbl B MaTpuue
OTBETCTBEHHOCTMW.

information assets, inform the Information

Security  Management on identified
weaknesses.
5.7. To implement arrangement in the

sphere of information security, the Company
may engage Contractors on a contract basis.
5.8. The  Employees meet the
requirements to information security as
defined in the respective internal regulations
of the Company within the scope of their
responsibility.

5.9. The Company has the processes
for preparing and presentation of the
reporting on information security issues:

o On analysis of protection and
results of tests for penetration into the
Company’s information systems and assets;
o On scanning of the Company’s
infrastructure for weaknesses and reports on
elimination of weaknesses;

o On the results of information
security audits and compliance with the
requirements of the Russian laws;

o On execution of the schedules of
information security arrangements;

o On information security incidents;
o On ISMS improvement.

5.10. The procedure for information

security reporting, timeframes for reports
submitting and persons responsible for their
preparation are defined by the Company’s
internal regulations, and job descriptions of
ISMS participants.

5.11. To ensure information security, the
Company provides for  the key
responsibilities and their action holders
within the information security processes
which are specified in the responsibility
matrix.

6. [JOKyMeHTblI, aononHswwwme | 6. Documents supplementing
Monutuky uHpopmaumoHHon | the Information  Security
Ge3onacHocTun Policy

6.1. B KomnaHuu BBEAEH NponyckHOW pexnm, | 6.1. The Company has the access

nopsaoK NpedocTaBreHnst 4ocTyna.
6.2. KomnaHusa MOXeT npenocTaBnAaTb
CoTpyaHukam n KoHTpareHTam yaaneHHbIn 4oCTyn
K CBOEen KopnopaTUBHOW CETU N MH(POPMALIMOHHBIM

control, the procedure of access provision.

6.2. The Company may provide remote
access to its corporate network and
information systems to Employees and
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cucTtemam.
6.3. CoTpyaHukn un  KoHTpareHTbl  HecyT
OTBETCTBEHHOCTb 3a COXPaHHOCTb U LIENOCTHOCTb
npegocTraBneHHbIX UM KomnaHnen akTUBOB.

6.4. B KomnaHuu Aonyckaetcs
ncnosb3oBaHue Tornbko paspelleHHoro MO.

6.5. KomnaHus obecneuvBaeT 3alimTy CBOMX
WHGOPMALMNOHHBIX  aKTUBOB, WHAOPMAaLMOHHbIX
cuctem n UT-obopynoBaHna OT BMPYCOB U MHOIO
BPEeOOHOCHOro Koaa.

6.6. B KomnaHun ncnonb3yeTtcs
LeHTpanu3oBaHHas cucTema pe3epBHOro
KONMpoBaHus NHPOPMaLIMOHHbIX cuctem,

cepBepoB 1 6a3 faHHbIX.

6.7. Mpn ncnonb3oBaHUM coumarsnbHbIX CEeTEMN,
obnayHbIX XpaHunuw, W  MeCCeHOXepoB B
KomnaHmnm un 3a ee npegenamu CoTpyaHukam
Heob6xoaMmo npuaepXnBaTbCs NPVHLMNOB
noBegeHus.

6.8. CotpyaHukam KomnaHun  3anpeLyeHo
aenatb 3agdBfeHUa ONd  CpeacTB  MacCOBOW
WHpopMmauuKn, a Takke ANA NPOYUX BHELUHUX
ayauTopurM B paMKax [OenoBblX U NPOYMX
NyGnnYHbIX MEpPONPUATUI (koHGepeHunn,
POpyMbI, Kpyrfble CTOSbl, COBELLaHNA B OpraHax
Bnactm c¢ ydyactmem CMW wn np.) OT wUMEHU
KomnaHun, 3a ucknoveHnem criydaeB, Korga aTo
pernameHTMpoBaHo / cornacoBaHo [upekTopom no
CBS35M C 06LEeCTBEHHOCTLIO N FOCYAapCTBEHHbLIMU
opraHamu.

6.9. B KomnaHun onpepeneHa meTtogonoruns
OLIEHKM PUCKOB MHPOPMaLIMOHHON 6e30MacHOCTH.

6.9.1. OueHka  puckoB  MHGOPMALMOHHOM
6es3onacHocTn Gasupyetca Ha obuiem nogxode K
OLEHKE pPUCKOB B OCHOBHOMW XO3ANCTBEHHOM
AeATerIbHOCTN.

6.10. B KomnaHun pernameHTMpoBaH nopsiaok
ynpaBneHns  uHUMgeHtamn  MHGOpMaLnOHHON
©esonacHocTw.

6.11. B KomnaHuv pormkHbl Ha perynsapHon
OCHoOBE NpOBOAUTLCS CKaHMpOBaHUs Ha
YA3BMMOCTU U TECTUPOBaHWE Ha NPOHUKHOBEHNE B
WHOPMALMNOHHBLIE CUCTEMBI W KOPNOPaTUBHYHO
CeTb, YCTpaHeHWe OBHapYXEHHbIX YA3BUMOCTEN

Contractors.

6.3. Employees and Contractors are
responsible for the safety and integrity of the
assets provided by the Company.

6.4. The Company allows using only
permitted software.

6.5. The Company  protects its
information assets, information systems and
IT equipment from viruses and other
malware code.

6.6. The Company uses centralized
backup system for information systems,
servers and databases.

6.7. The Employees using social
networks, cloud storages and messengers in
the Company and outside it must adhere to
the rules.

6.8. The Company’s Employees are
prohibited to make announcements on the
Company’s behalf for media and other
external recipients as a part of business and
other public events (conferences, forums,
round tables, meetings in government
authorities with media coverage, etc.),
except for the cases provided /approved by
the Public and Government Relations
Director.

6.9. The Company has a methodology
for information security risk assessment.
6.9.1. The information security risk
assessment is based on the common
approach to business risks assessment.
6.10. The Company has regulations for
the procedure of information security incident
management.

6.11. The Company must be regularly
scanned for weaknesses and tested for
penetration to the information systems and
corporate network, detected defects must be
eliminated in accordance with the level of
their severity.

AOJDKHO  MPOM3BOAMTLCS B COOTBETCTBMM C
YPOBHEM UX KPUTUYHOCTM.
6.12. B KomnaHum  OOSmKHbI  perynsipHo . . .
NPOBOANTLCS ayauThI HGOPMALIMOHHO 6.12. . Regularly audits of the |_nformat|on
6630N3CHOCTH security of the Company are required.
' 6.13. Requirements to the information
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6.13. TpeboBanns no Wb, kacatowmecs
nopsgka obmeHa, o00paboTkn, XpaHeHus u
pacrnpocTpaHeHus KOHoMAEeHUManbHom

MHopmauumn 1 nopsaka npefocTaBneHms gocTyna
KOHTpareHTaM K WMH(OPMAaLUMOHHbIM cUcTeMam U
akTmeam KomnaHuu, JOsmkHbl BbITb onpefeneHsl B
YCroBUsIX NpOBeAeHNa TeHaepa C NpuBIrieYeHEM
akcnepTtunabl YUB JOB.

6.14. JIHA, paspabaTbiBaemasi B CTPYKTYPHbIX
nogpasgeneHnax KomnaHum un packpbiBaroLLas
bonee pgetanbHO npouecchbl obecnevenna b, He
OOIMKHa npoTuBopeyYnTb TpeboBaHMAM OaHHOM
MonuTukn.

security related to the procedure of
exchange, processing, keeping and
distribution of confidential information and
the procedure of providing access to
information systems and assets of the
Company to contractors must be defined in
tender terms with the expertise of the
Information Security Management.

6.14. An internal regulation developed in
the Company’s departments and specifying
the processes of information security must
not contradict to this Policy.

7. TepMUHBbI N COKpaLleHUs

7. Terms and abbreviations

XX13HeHHbIN UMKN nHcpopmaumm

Bpemsi OBmXeHUss ee OT MOMEHTa co3daHus 0o
MOMeEHTa nony4YeHus nonb3oBarenem 7
YHUUTOXEHMS UMW XpaHeHWs Ha  Kakux-nméo
HOCUTENAX MHpopMaLUN, HO He WCMonb3oBaHue
UMK KpalHe pedKkoe ee WCMNonb3oBaHue.

3awmwaeman nHcgpopmaumsa

OTO nHpopmauma,  aBnfalwWasca  npegMmeToMm
cobCcTBEHHOCTH n nognexatwias sawuTe B
cooTBeTCTBUM C TpeboBaHUAMM HOPMATUBHbIX
AOKYMEHTOB nnum TpeboBaHNAMH,
yCTaHaBnMBaeMbIiMu

cobCcTBEHHMKaMK nHopmaumn. K 3awmuiaemon
NHopmaLmm OTHOCATCS cBefeHus o}
KoMMep4yeckon TauHe, obpabaTbiBaeMbix B
KomnaHun nepcoHanbHbIX [AaHHbIX, YKa3aHHble
COOTBETCTBYHOLUNX YTBEPXKAEHHbIX [lepeyHsx -
MHpopmaumn, coctaBndawowen KoOMMepYeCcKyto
TaHy OOO «JleHta», a Takke [lepedyHe
nepcoHanbHbIX AaHHbIX, 06pabaTtbiBaembix B OO0
«JleHTay.

MHcopmaumoHHbIn AKTUB

Bce uto wumeeT ueHHocTb ana KomnaHun B
MHOPMaLNOHHOM cchepe (vHopMaums,
nporpamMmmMHoe obecneyeHue, TeXHUYeckune
cpeactBa o6paboTku uMHOpmaumu, cpeacTsa
CBSI3U1, COTPYAHMKM 1 Npoyee).

WHdopmaumnoHHan 6e3onacHocTb (UB)

Information life cycle

Evolution of the information from its creation
to the receipt by the user and deletion or
storage on any information media, but no
using or very rare using of it.

Protected information

Information which is owned and is to be
protected in  accordance with the
requirements of applicable regulations or
requirements established by the information
owners. Protected information includes trade
secret, personal data processed in the
Company, those specified in the approved
lists of trade secrets of Lenta LLC, and the list
of personal data processed in Lenta LLC.

Information asset

Everything which is meaningful for the
Company in information sphere (information,
software, technical means of information
processing, communications means,
employees, etc.)

Information security
The state ensuring security of information

CoctosiHne, npu koTopom obecneumBaeTcs : '
6e30NaCHOCTb MHOpMAaLMK n | and automated means of information
processing.
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aBTOMaTU3NPOBAHHbIX CPeacTB ee 06paboTku.
UHdopmaumoHHas cuctema

Cuctema, npegHasHayeHHas [Ons  XpaHeHus,
noncka n obpaboTkn MHdopMaLuu, n
COOTBETCTBYHOLUNE OpraHM3aumMoOHHbIE pecypcbl
(4enoBe4eckne, TexHU4eckue, UHaAHCOBbIE U T.
A.), KoTtopble obecneyvBalOT U PaCnpPOCTPaHSAOT
nHdpopmauuio (ISO/IEC 2382:2015).

NHdopmaumnoHHbie TexHonorum (UT)

[Mpoueccbl, MeToabl noucka, cbopa, XpaHeHus,
006paboTKn, npenocTaBneHus, pacnpocTpaHeHus
MHpopmauun n cnocodbl OCYLLECTBIIEHUS TaKUX
npoLeccoB U METOAOB.

UHdopmauus

CBepneHus (coobLieHns, faHHble) He3aBUCMMO OT
dopMbl X NpeacTaBneHuns.

KopnopaTuBHas wuHcpopMauuoHHass cuctema
(KHNC)

OTO KOMMeKcHas aBToMaTuU3MpoBaHHas cuctema
ynpaBneHus OMHAHCOBO-X03SMCTBEHHOM
AeATenbHOCTbIO NpeanpusaTms, obecnedmBatoLlas
NPUHATNE 060CHOBAaHHbIX ynpaBneH4Yecknx
peLleHnin Ha OCHOBE Ka4eCTBEHHOW U AOCTOBEPHOM
MHdopMaLuu, nosiy4aemMom c MOMOLLbIO
COBPEMEHHbIX ynpaBneH4YeCcKkmx n
MHGOPMALMOHHBIX TEXHOMOMNMN.

KoHdumaeHumanbHas nHdopmauums

3710 cBeadeHusl, NpeaoCcTaBNeHHbIE B 3MIEKTPOHHOM

unm  OymaxHom BuAe, KOTopble 3anpeLleHo
nepegaesatb TpeTbMm nuuam 6e3  Begoma
npasoobnagartens.

Kommepueckasa TanHa

Pexunm KOHnaeHUManbLHOCTH nHopmauum,
NMO3BONSOLWMNNA ee obnaparento npwu

CYLLECTBYHOLLMX MU BO3MOXHbIX 06CTOATENLCTBAX
YyBENUYUTb [0X0Adbl, M36exaTb HeonpaBAaHHbIX
Pacxo[oB, COXPaHWUTb MONOXKEHME HA pPbIHKE
ToBapoB, paboT, ycnyr UM NONy4YuTb
NHYIO KOMMEPYECKYHO BbIFOAY.

NokanbHo-HOpMmaTUBHbLIN akT (JTHA)

OTO AOKYMEHTbI, KOTOpble YCTaHaBNMBaOT HOPMbI
Tpyaa B komnaHun. B aTmx aktax paboTtogartenb
dukcMpyeT BaxHble AOns  paboyero npouecca

Information system

System designed for storage, search and
processing of information, and the relevant
organizational resources (HR, technical,
financial, etc.) providing and distributing
information (ISO/IEC 2382:2015).

Information technologies

Processes, methods of search, collection,
storage, processing, provision, distribution of
information, and the means for such
processes and methods.

Information
Data (messages, evidences) irrespective of
the form of their presentation.

Corporate information system

Complex automated system for the business
activity management of an enterprise which
enables to take reasonable management
decisions based on quality and reliable
information  delivered using  modern
management and information technologies.

Confidential information

The data provided in electronic or paper form
which are prohibited for transmission to third
parties without their owner’s consent.

Trade secret

A regime of the information confidentiality
which allows its owner to increase incomes,
avoid unreasonable expenses, keep its
position on the market of goods, works,
services or receive any other commercial
benefit with the existing or possible
circumstances.

Internal regulation

The documents regulating work in the
company. The employer defines rules and
standards important for the work process in
these documents.
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HOPMbI 1 NpaBuna.
MpoueccHbIN noaxon

Moaxoa K opraHu3auMmM U aHanuady aeaTeribHOCTU
KOMMNaHWM, OCHOBAaHHbLIA Ha BbIOENEHUM W
paccMOTPEHUN ee OU3HEC-NPOLECCOB, Kaxabln 13
KOTOpPbIX MPOTEKaeT BO B3aMMOCBS3M C APYruMu
Ou3Hec-nNpoueccaMmn KOMMAHUN WU BHELUHEWN
cpenon.

PykoBoacteBo KomnaHum

JormkHocTHble nuua Komnanuw,
yrnpasrieH4YecKkne yHKLUNnMn/unm
MOMIHOMOYNSA  Ha  MpUHATUE

peweHnn B oTHoweHun OOO «JIEHTA», ee
CTPYKTYpHbIX nogpasgeneHnn unv - AoYepHux
opraHusauuin B COOTBETCTBUWN C ydpeanTenbHbIMU
AOKYMeHTamu, OpraHn3aunoHHO
pacnopaguTenbHbiMU JOKYMEeHTamMu, [OoroBopamu
n/unun BblAaHHBIMN JOBEPEHHOCTSAMW.

BbIMNOSHSAOLLME
nMeroLme
yrnpaBrneH4Yeckmx

Puck wvHdpopmaumoHHon 6Ge3onacHoctu (Puck
MB)

OTO BEPOATHOCTb  BO3HMKHOBEHWUSI  HEraTUBHOIO
cobbITNSA, KOTOpOe HaHeceT yuiepb opraHu3aumm
nnun pu3n4eckomy nuuy.

Cuctema  ynpaBneHus
6e3onacHocTn (CYUB)

MH¢pOpMaLMOHHON

COBOKYMHOCTb OpraHn3aLMOHHbIX, NPoLEeaypPHbIX,
NpaBoOBbIX, TEXHUYECKMX Mep U nepcoHana,
00bedMHEHHbIX Ha OCHOBE 3aJaHHOW MoJenmu

MeHemkmeHTa WB ctangaptoe cepun ISO/IEC
27000.

YnpaBneHue MHcopMaLMOHHOMN
6e3onacHocTU(YUB)

CTpyKTypHOE nogpasneneHue B coctase [upekunm
no obecneyeHnto busHeca B 30He OTBETCTBEHHOCTU
KOTOoporo HaxoguTcs obecneyeHne
NHpopMaunoHHOM 6e30MacHOCTN KOMMNAHUMW.

Process approach

Approach to organization and analysis of the
company’s business based on extraction and
review of its business processes each of
which is interrelated to the other business

processes of the company or external
environment.

Company’s Management

The Company’'s officials  performing

management functions and/or authorized for
taking management decisions as to Lenta
LLC, its structural divisions and subsidiaries
in accordance with constituent documents,
organizational and administrative
documents, contracts and/or issued powers
of attorney.

Information security risk
Probability of a negative event which incurs
damages to the enterprise or the individual.

Information security management system
Set of organizational, procedural, legal,
technical measures and HR united based on
a set information security management
model by standards ISO/IEC 27000.

Information Security Management
Structural unit under Business Support
responsible for the Company’s information
security.
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